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To My Son, | Leave
All My Passwords

By James D. Lamm

he need to deal with passwords and digital
property at death is coming at us faster than
we may think.

According to recent surveys in the United States
by the Pew Internet & American Life Project,
three-fourths of adults use the Internet—maost buy
things online and do some of their banking on the
Internet! But, since 2005, it's the people aged 70 and
older who've increased their use of the Internetemo
than any other age group surveyed.

Ideally, then, advisors will help clients prepare a
written or electronic list of accounts, passwowraliy]
other information about their digital lives to ernsa
smooth and efficient process in the event of
incapacity or death.

If this has not been done and someone has died
or become incapacitated, here are the main cagyori
of digital property in today’s world, along with
suggestions on how to locate and access them—as
well as how to prioritize which digital propertyets
urgent attention.

With other, traditional forms of property (real
estate, stocks and bonds, bank accounts, life
insurance, vehicles, personal property, etc.) etaee
well-established procedures and processes to locate
it, identify value, and transfer control or ownepsh
But there are significant differences with digital
property, especially with Internet accounts and
encrypted electronic data. Indeed, failure to [gan
make it practically impossible to locate and access
certain types of digital property.

So, let’s get started.
What Is It?

Digital property includes data, Internet accounts,
and other rights in the digital world, including
contractual rights and intellectual property rights

Data are the files and information stored and
used by computers (such as e-mails, word processing
documents, spreadsheets, pictures, audio files, and
movies). This data may be stored locally on a
computer’s hard drive or on removable media, oa dat

may be stored remotely and accessed over the
Internet.

Internet accounts are governed by contracts
between an individual and a service provider, agh
e-mail accounts, accounts at financial institutjons
accounts on shopping Web sites, Web page or blog
hosting accounts, social networking accounts,
registered domain names, and online video game and
virtual world accounts.

Intellectual property (IP) rights also can exist in
digital property, such as pictures, music, movies,
literary works, Web pages, computer code, and other
creative works.

When family members, fiduciaries, and advisors
begin to deal with an individual's incapacity oratle,
they traditionally start by reading the individwgal’
mail and sorting through the records at the pesson’
home, including the checkbook register, bank and
brokerage account statements, credit card biill&yut
bills, medical bills, loan statements, tax retuarsl
similar documents.

But today, many bills can arrive by e-mail and be
paid online or by telephone. Intuit’s Quicken
software and Microsoft's Money software can
replace a paper checkbook and track other financial
records. And these software packages are rapidly
being replaced by personal finance Web sites like
Mint.com. Banks also offer these features on their
Web sites.

Tax returns can be filed electronically. File
cabinets with paper records can be replaced by
scanning documents into a computer for storage. The
paper trails we rely upon to reconstruct an
individual’s financial world are moving into the
digital world, and locating and accessing this
information may be necessary to deal with incapacit
or death.

In the best-case scenario, the individual has
planned ahead and provided a list of accounts,
passwords, and other key information about the
individual’s digital property. So, our first stepust
be to look for a written list. Many people keep
passwords scribbled on sticky notes plastered ®n th



computer. Of course, it's far better to keep atemit
list in a sealed envelope stored along with an
individual's power of attorney, health care direeti
will, and other important papers. But even a sealed
envelope creates a security and privacy risk. So al
look for a written list in a safe deposit box ottlire

file of the individual’s attorney or other key adwrs.
The main drawback of a written list, especially if
kept in a safe deposit box or advisor’s file, iatth is
more difficult to update and keep current.

An individual also can keep track of accounts
and passwords electronically by using software on a
computer, smartphone, or PDA or by using a service
on the Internet. With an electronic list, a single
password can unlock a database of accounts,
passwords, and other key information. From a
planning perspective, an electronic list is moreuse
and more likely to be kept current than a writtist |
As an added convenience, some software programs
can automatically enter the user name and password
for Internet accounts, which makes using separate,
secure passwords for each Internet account almost
effortless. In an August 2008 survey, the most
popular computer software password managers were
KeePass, 1Password, RoboForm, LastPass, and
PasswordSaféThere are also Internet-based services
that manage accounts and passwords, such as
Clipperz and PassPatk.

New Internet-based services (such as AssetlLock,
Legacy Locker, and Deathswitch) are designed
specifically for passing on a list of accounts,
passwords, locations of key documents, final wishes
and messages to family members and friends upon
incapacity or death AssetLock also can store
electronic copies of a power of attorney, healtte ca
directive, will, trust, deed, insurance policy, attler
important documents. For AssetLock and Legacy
Locker, the individual selects key people who can
unlock this information at the appropriate time.
Deathswitch takes a proactive approach—they
contact the individual on a regular basis to make s
the individual is still alive and not incapacitateahd,
if there is no response within the prearranged time
limit, they send an automatic e-mail message vhieh t
individual's important information to designated
family members, fiduciaries, and advisors.

If the individual has not provided a list of alkth
accounts, passwords, and other key informationtabou
digital property, dealing with the individual’s
incapacity or death becomes more difficult. Loogtin
and accessing the individual’'s computer, data
storage, and e-mail accounts are the next steds, an

the information they contain may unlock the doars t
the individual's other data and Internet accounts.

Computers, Data Storage

Generally, locating an individual’'s home or
office computer is not a difficult task, and itagyood
starting point for finding the data and online aaab
information. If the person does not own a computer,
he may use a shared computer at an apartment
building, assisted living facility or nursing home,
public library, or local Internet café. The nexasis
locating where the individual's data is stored.

A computer’s internal and external hard disk
drives are the first places to look for data and
information about Internet accounts. Removable
media and remote storage accessed over the Internet
are just as important to locate but can be mucremor
difficult to find. Look for CDs, DVDs, flash memory
cards and drives, floppy disks, tapes, and other
removable media stored near the individual's
computer. Also look for removable media stored in a
safe or safe deposit box. One challenge in locating
removable media is that it keeps getting smalléh wi
advances in technology. Currently, the smallest
removable media by physical size is a microSD card
measuring one millimeter thick and less than
one-third of the size of a U.S. first-class postage
stamp® Remote storage over the Internet, on the other
hand, has no physical presence in the individual’s
home. Remote storage may be practically impossible
to find unless the name of the service provider is
known and the individual’'s account name and
password are known. Three of the most popular free
remote storage services are MediaFire, Microsoft's
Windows Live SkyDrive, and Box.nét.

These remote storage services are typically used
for disaster-proof backups or as a primary storage
location for people who travel frequently or use
multiple computers. If a person’s hard drive is
encrypted and not accessible, look for backups
locally or remotely that might not be encrypted.

After the data is located, the next challenge is
accessing it. Computers and data may be protected
with power-on passwords, user account passwords,
encrypted storage devices, and password-protected o
encrypted data files. These protection methods can
prevent family members, fiduciaries, and advisors
from easily accessing the computer or the data.
Elcomsoft and other companies sell software
programs that attempt to access password-protected
Quicken data, unlock encrypted data files and
archives, and reveal passwords for Internet acsount



previously accessed from an individual’s comp#ter.
A computer consultant who specializes in data
recovery or computer forensics can identify which
protection methods can be bypassed and which are
practically impossible to circumvent.

E-Mail Accounts

Gaining access to an individual's e-mail account
can be the gateway to accessing the individualisrot
online accounts and important information. An edmai
account and e-mail address book can hold contact
information for family members and friends, and it
can be a convenient way to inform them of an
individual’'s incapacity or death. The individual's
e-mail account may have information about other
Internet accounts the individual has, and the d-mai
account can be the key to unlocking those.

Most Internet accounts have a system for
recovering a lost password, and these systems often
work by sending to the individual’s primary e-mail
account the lost password, a hint for remembetieg t
lost password, or a link to click that will resket
password.

In addition, because many bills can now be
delivered by e-mail instead of by regular maik it’
important to check e-mail accounts early and often
for billing statements.

Finally, an e-mail account may contain
correspondence that has personal value to family
members and friends, even if it does not have any
financial value.

An individual may have multiple e-mail accounts
through his Internet service provider (for example,
cable company, phone company, etc.), an employer,
or an Internet service. These accounts are usually
easy to identify by talking to family members and
friends who corresponded with the individual. But
the password to access the account can be diffault
recover.

Generally, for an e-mail account obtained
through the individual's Internet service providar,
phone call from the appropriate family member or
fiduciary should be all that is needed to reset the
password to the e-mail accodrEhe individual's
employer may allow family members or fiduciaries
access to e-mails in the individual's account,that
employer may claim ownership of e-mails stored on
their servers and may not grant full access becafuse
privacy or security concerns for the business.

Access to an individual's e-mails from a free
online e-mail account may be significantly more
difficult to obtain without the password. The three
most popular free online e-mail services are
Microsoft's Windows Live Hotmail, Yahoo! Mail,
and Google’s Gmatf® If the password is known, it's
important to access free online e-mails accounts
within a short time after the individual's incapgodr
death because each of these services deletes the
e-mails if the account is not accessed for fourite
months and deletes the account if it is not accksse
for eight to twelve months.

If the password is lost, Microsoft’s policy is not
to reset the e-mail account password or grant acces
to a decedent’s account, but the company will
provide the contents of the account on a CD after
being provided appropriate documentation of the
individual's death??

Google also will allow access to the contents of a
decedent’s e-mail account on its Gmail servicer afte
being supplied appropriate documentation.

But, take note, Yahoo! will not allow access to a
decedent’s e-mail account without a court order,
citing privacy reason¥.In a 2005 case that attracted
national attention, Yahoo! honored a Michigan
probate court’s order to turn over e-mails from the
account of a deceased Marine killed in IFad
detailed discussion of the copyright and propeaty |
issues regarding e-mail can be found in the Winter
2007 issue of New York University3ournal of
Legislation and Public Polic{

After an individual dies, at some point the e-mail
account must be closed. An e-mail account through
an Internet service provider typically lasts agjlas
the Internet service is continued. An employer will
likely close an employee’s e-mail account shortly
after death or other termination of employment. The
contracts governing Microsoft's Windows Live
Hotmail, Yahoo! Mail, and Google’s Gmail indicate
that these free online e-mail accounts are
non-transferable, so the accounts cannot be left to
family members or friend’.

If the e-mail account can be accessed, it can be
used to notify family members, friends, and others
that the account is being closed and provide new
contact information for the family members or
fiduciaries. Before closing the account, it is also
important to identify bills and other communicason
that are being delivered by e-mail only and to ¢gjean
the delivery method to regular mail or to another
e-mail account.



Finally, make sure to change the e-mail address
that is listed on the individual’s other Internet
accounts—or close accounts that reference the k-mai
address that will be closed—to prevent fraud or
unauthorized access to those accounts.

Financial Info and Accounts

The next step in dealing with an individual’'s
incapacity or death is to locate information ahibet
person’s financial world. In the digital world, uit's
Quicken and Microsoft's Money are the two leading
personal financial software programs, and theyaare
good place to start looking for information abont a
individual’s assets and liabilitié§ Tax return
software, such as TurboTax, TaxCut, and Tax Act, as
well as electronic copies of tax returns, are dgoél
sources of an individual’s financial information.

Not only banks, but also brokerage firms, credit
cards, lenders, and other billers increasingly are
offering Internet accounts that can be used tolchec
balances, pay bills, and review statements. After
these financial accounts are identified, Intereeas
to the accounts may be convenient for family
members and fiduciaries, but Internet access is not
necessary. Instead of obtaining Internet access to
financial accounts when an individual becomes
incapacitated or dies, the appropriate fiduciary
instead can contact the financial companies inquers
or by mail to arrange for convenient access to
statements, to authorize control or transfer oétss
and to pay for liabilities. It is also importantebeck
on automatic deposits and bill payments as soon as
possible and stop automatic transactions, if
necessary.

To prevent fraud or unauthorized access, it may
be prudent to change the individual's passwords to
the Internet accounts or shut off Internet acoess t
those accounts entirely.

Online Sales Accounts

Another time-sensitive task is locating
information about the individual’s online sales
activities. Whether the individual runs an onlides
business or just sells an occasional personal item,
online sales may be in process when an individual
becomes incapacitated or dies. Monitor the
individual's e-mail accounts and text messages for
announcements about sales transactions.

The individual may operate an online business
selling goods or services. That business may have a
dedicated Web page or a virtual storefront on Ebay,

Amazon, or other Internet services. The business ma
have employees, suppliers, customers, income, and
expenses that need urgent attention to avoid besach
of contracts. Timely access to the Internet account
may be critical to keep the business operating
smoothly. If a business entity owns the online
accounts, the appropriate business representative
should contact the Internet services to gain adoess
accounts or to reset passwords. If it is a sole
proprietorship or the individual owns the online
accounts outside of the business, the appropriate
fiduciary should contact the Internet servicesamng
access or reset passwords. Like any other business,
the appropriate representatives should consider
whether the business should be continued, sold, or
shut down. Even if the business is run completgly b
the individual and only has an Internet storefrdnt,
may need to be listed as a guardianship,
conservatorship, probate, or revocable trust assgt
listed on an estate tax return if a return is nemes

Many individuals buy and sell occasional
personal items at an online auction site like Etway
an online classified ad site like Craigsfi$These
transactions also may require time-sensitive astion
and responses to avoid a breach of contract, which
makes planning for access to these online sales
accounts critical. Existing offers to sell itemsyma
need to be cancelled in light of an individual's
incapacity or death, especially if necessary topgm
with guardianship, conservatorship, or probate laws
and procedures. With online sales, the purchase pri
for the sale may be transmitted from the buyehéo t
seller using another Internet service like PayPal.
Even if there are no items currently listed foresél's
important to check whether the individual has a
balance in his PayPal account or accounts at simila
online payment services that may need to be liased
a guardianship, conservatorship, probate, or
revocable trust asset and listed on an estatestasar
if a return is necessary.

Web Pages and Blogs

An individual may operate one or more Web
pages or blogs. As most people know by now, a blog
is a personal or business Web page with individual
postings of news items, reviews, or personal
comments about a particular topic. For example,
Politico is a blog with frequent updates about
Washington politic!

The content on personal Web pages and blogs
may have personal value to family members and
friends. Most of this content is available to angon
over the Internet, as long as the Web page or blog



hosting agreement remains in force and the fees for
hosting, if any, are paid. As with other Internet
accounts, whether the passwords to update the
content of these personal Web pages and blogsecan b
reset and whether the accounts can be transferred
depends on the hosting company’s terms of use
agreement.

Personal Web pages and blogs can generate

revenue, which can make them valuable assets. These

sites may generate revenue by selling advertisement
on their pages; this revenue is typically basethen
volume of unique visitors and the number of pages
that they view. Some advertisers pay only for the
actual number of times a visitor clicks on the
advertisement link, regardless of how many visitors
see the ad. In other words, an individual's persona
blog that describes his experiences on a driviipg tr

to Florida with his parents and two younger brather
even though it may contain a humorous anecdote or
two, is probably not going to generate a large nermb
of unique visitors or page views. Personal Web page
and blogs probably will not generate significant
advertisement revenue.

On the other hand, highly popular Web pages
and blogs can be very valuable. Celebrity gossip
Perez Hilton runs a blog that has an estimated 5.5
million unique visitors per month, a volume
estimated to generate advertising revenues of $8.8
million per year’? His blog is worth an estimated $32
million in 2009—which is down by about 50 percent
from last year because of the depressed economy’s
impact on advertisement spendfigret, of course,
without Perez Hilton, the blog may be worthlé%s.

If an individual is critically ill or incapacitated
the individual's Web page or blog may be a
convenient way to inform family members and
friends of the individual’s status and progresshéf
individual does not already have a Web page or blog
that would be suitable for this purpose, CaringBeid
is a non-profit Web service that allows family
members to post updates about an individual's
critical illness and allows friends and family
members to reply with messages of care and
support®® According to their Web site, more than 30
million people have visited their site in the pgsar.

Social Networking Accounts

Social networking sites such as MySpace,
Facebook, LinkedIn, Twitter, and similar sites deab
individuals to communicate and interact eaflin a
recent survey of U.S. adults who use social
networking accounts, 28 percent use them to promote

themselves or their work, 28 percent use them to
make new business or professional contacts, and 89
percent use them to stay in touch with frieAts

this survey, 37 percent of adults visit their sbcia
networking pages at least once per #a9learly, an
individual's social networking account is a powerfu
tool for communicating about the individual’s
incapacity or death.

If the individual has not left the social
networking account password but you have access to
the individual's primary e-mail account, the
appropriate fiduciary or family member may be able
to recover the account’s password by using that
social networking site’s system for recovering st lo
password. If that does not work, MySpace and
Facebook, the two most popular social networking
sites, will not provide the password of a deceased
user to anyone under their current poliéeBoth
services allow family members to close a decedent’s
account or to leave it open as a memorial where
friends and family can leave messatfeSther Web
sites have been created for the primary purpose of
posting online obituaries and memorials, such as
Legacy.com, Last-Memories.com, and Gates of
Remembrancé: Some of these Web sites even have
online obituaries and memorials for pets.

Domain Names

Registered domain names are the words, letters,
or numbers that we use to refer to an Internetessglr
such as Google.com or Yahoo.com. An individual or
business can register an available name with a
domain name registrar for a fixed period of time,
typically one or two years. If the domain name is
popular or valuable, it is important to track dothe
individual’s domain names soon after incapacity or
death. In an interview on National Public Radiols A
Things Considered program, broadcast on May 11,
2009, John W. Dozer, Jr., a Virginia attorney,
described a case in which hackers stole a decadent’
domain names before the beneficiaries of the estate
knew about then In that case, the law firm was
able to help the estate recover all of the domain
names.

If the family members or fiduciaries want to
retain an individual’s domain names, it's importtmnt
check when the domain names expire using a
“whois” service available at almost any domain name
registrar's Web site. If you do not know which
domain names an individual owns, some companies,
such as DomainTools.com, offer a fee-based search
of domain names by the registrant’'s name, e-mail
address, home address, or telephone number. But if



an individual registers a domain name privately,
these search tools may not find anything connecting
the individual to the domain names. Look through
credit card statements and checking account
statements for annual payments to domain name
registrars in order to find the companies that may
have privately registered domain names on behalf of
the individual.

The vast majority of domain names have little or
no value to third parties. But a domain name carme ha
significant value if it is a popular Internet searc
word or phrase, a word or phrase useful for selling
goods and services, or a company brand name.
According to midFlux, a company that provides
domain name appraisals, some of the most valuable
domain names that have been sold are Business.com
($7.5 million in 2005), Diamond.com ($7.5 million i
2006), and Beer.com ($7.0 million in 20G3).
Adult-oriented domain names have sold for even
larger amountd! A domain name appraisal is not
very expensive—usually $30 or less for a typical
domain name. Note that a domain name is valued
separately from the content of the Web page omrothe
services offered through that domain name. If the
family or fiduciary wants to sell the individual's
domain names, they can sell them on Internet sites
dedicated to domain name sales, such as Sedo or
Afternic, or they can be sold at general Internet
marketplaces such as eBHy.

IP Rights

There can be significant value in the IP rights
attached to pictures, music, movies, literary wprks
Web pages, computer code, and other creative works
existing as digital property. According to the U.S.
Patent and Trademark Office, IP in the United State
is worth more than $5 trilliof’

Obviously, when dealing with an individual’s
incapacity or death, the family members and
fiduciaries should consider the value of the pesson
digital IP, especially if the person worked as &ewy
photographer, artist, musician, inventor, or in a
similar profession. Look for Internet accounts on
Flickr, SmugMug, and other picture-sharing sites.
Look for Internet accounts on YouTube and other
video-sharing site¥. Also look through financial
records for revenues from Internet sites that Been
photos and artwork, sell songs to download, anelr off
eBooks and other written works for sale.

Video Games, Virtual Worlds

Family members and fiduciaries may not
consider online video game accounts or accounts in
virtual worlds to be valuable property, but they ca
be. With online video games, the time and effort
involved in building a powerful character or
accumulating virtual currency or items in the game
has led to a real-world market in the buying and
selling of these video game characters as wehleis t
virtual currency and items. Edward Castronova,
associate professor of telecommunications at Irdian
University, in a May 2009 interview with CNN,
estimated that $1 billion per year is converted int
virtual currencies, primarily for video gam&s.

One of the most popular online games is World
of Warcraft. In September 2007, a character in \d@/orl
of Warcraft sold for an estimated 7,000 euros (&bou
$9,500 at that time?’ If the incapacitated or deceased
individual spent a significant amount of time playi
any popular online video games, check whether the
game character or virtual currency or items are
valuable assets that should be inventoried and
transferred.

The Pew's recent survey found 35 percent of
adults who use the Internet play online video games
but only 2 percent visit a virtual world, such as
Second Life*® But individuals who are active in
Second Life average about 40 hours a month in this
virtual world** As with online video games, there is
a real-world market to buy and sell virtual world
items among users. Second Life sells virtual real
estate directly to users. Owning a small parcéhod
in the virtual world is free, but an upwardly-mabil
virtual citizen can spend real dollars to live tttual
life of luxury. For $1,000 plus a $295 monthly
maintenance fee, a user can buy his own private
island from Second Life to own, control, and rent t
other useré? Top users transact business in the
virtual world, such as selling virtual real estate,
fashion items, and home furnishings. A handful of
the most successful virtual entrepreneurs exchange
their virtual currency for more than $1 million per
year in the real worl&®

Housekeeping

Now is the time for attorneys to contact their
clients to arrange a digital audit.

To conduct this audit, create a form that gathers
the names of all accounts, passwords, and other key
information. Make sure every family member fills



one out and puts it in a sealed envelope. That
includes children living at home.

The best practice is for clients to keep a list of
accounts and passwords continuously updated using
computer software or an Internet-based servicenThe
the sealed envelope only needs to hold the
information required to access the client’s elattro
list—and that won't change as frequently.

Attorneys are uniquely situated to hold this
sensitive information securely for clients. But
carefully consider potential conflicts of interegien
representing multiple family members. To protect
client confidences and ensure that key people have
access to this information when needed, make sure
each person indicates on his form who is authorized
to receive his list upon his death or incapacity.

For all estate planners, digital recordkeeping
should now be considered a basic step in the intake
process for new clients and a basic step in every
periodic review for existing clients.
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